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Part 3a. Acknowledgement of Status (continued)

= . No evidence of full track data', CAV2, CVC2, CID, or CVV2 data?, or PIN data? storage after
| transaction authorization was found on ANY system reviewed during this assessment.

! Data encoded in the magnetic stripe or equivalent data on a chip used for authorization during a card-present transaction. Entities
may not retain full track data after transaction authorization. The only elements of track data that may be retained are primary
account number (PAN), expiration date, and cardholder name.

2 The three- or four-digit value printed by the signature panel or on the face of a payment card used to verify card-not-present
transactions.

¥ Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present
within the transaction message.
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Part 3b. Service Provider Attestation

xecutive Officer

Signhature of Service Provid

Date: /206|207
# i — :
Service Provider Executive Qfﬁcer Name{ J i S-l-gy{{-'\r Tit{e: VP} Te ‘l\,m,l“:)», Sﬂtﬁ.\, -

Part 3c. Qualified Security Assessor (QSA) Acknowledgement (if applicable)

If a QSA was involved or assisted with this ' Full on-site assessment was performed by Mark Drozd, and he

assessment, describe the role performed: prepared the Report on Compliance.
Signature of Duly Authorized Officer of QSA Company Date: July 20, 2017
Duly Authorized Officer Name: Michael Aminzade QSA Company: Trustwave

Part 3d. Internal Security Assessor (ISA) Involvement (if applicable)

If an ISA(s) was involved or assisted with | Not Applicable
this assessment, identify the ISA personnel |
and describe the role performed: '
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Part 4. Action Plan for Non-Compliant Requirements

Select the appropriate response for “Compliant to PCI DSS Requirements” for each requirement. If ybh
answer “No” to any of the requirements, you may be required to provide the date your Company expects to be
compliant with the requirement and a brief description of the actions being taken to meet the requirement.

Check with the applicable payment brand(s) before completing Part 4.

Compliant to PCI Remediation Date and
PCIDSS DSS Requirements Actions
; Description of Require
Requirement RO et Requiramsnt (Select One) (If "NO” selected for any
YES ‘ NO Requirement)
1 Install and maintain a firewall = H -
configuration to protect cardholder data
Do not use vendor-supplied defaults for
2 system passwords and other security 2 ]
parameters
3 Protect stored cardholder data = O
4 Encrypt transmission of cardholder data K ]
across open, public networks
Protect all systems against malware
5 and regularly update anti-virus software 2 ]

or programs

Develop and maintain secure systems

8 and applications X [
7 Restrict access to cardholder data by 5 [
business need to know =
Identify and authenticate access to
8 system components & [
Restrict physical access to cardholder
& data P X [
Track and monitor all access to network : —
1 resources and cardholder data O
Regularly test security systems and
1 processes X [
12 'Mamtam. a policy f[hat addresses K [
information security for all personnel
, Additional PCI DSS Requirements for =
AppendixAl Shared Hosting Providers [
Al Az Additional PCI DSS Requirements for ) ]

Entities using SSL/early TLS
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